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Definitions
2. In these Regulations, unless the context otherwise requires —

“approved process” means a process that has been approved in
accordance with these Regulations by a certifying authority;

“certification” means the process of ensuring that a process
constitutes an approved process for document reproduction in
accordance with the compliance criteria;

“certifying authority” means a person or an organisation
appointed by the Minister to be a certifying authority in
accordance with these Regulations;

“compliance criteria” means the criteria set out in the
First Schedule that a process has to comply with before it
can be certified as an approved process;

“image” means a representation of a document generated by
photographic, electronic or other means, which is stored in
the image system;

“image system” means any computer system that is capable of
capturing, storing and retrieving images or generating image
system output;

“image system output” means a computer output from an image
system,;

“process” includes a computer system.

Appointment of certifying authority

3. Any person or organisation may apply to the Minister to be
appointed as a certifying authority in the manner provided in these
Regulations.

4. [Deleted by S 669/2010]

Manner of application

5. Every application for appointment as a certifying authority must
be made in any form that the Minister may determine and be
submitted together with any documents and information that may be
required on the form.
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Fees

6. The fees prescribed in the Third Schedule are payable for every
application made under these Regulations.
Further documents or information

7. The Minister may require each applicant to furnish any further
documents or information.
Consultation

8. The Minister may, in considering an application for appointment
as a certifying authority, consult the Info-communications Media
Development Authority established by the Info-communications
Media Development Authority Act 2016 and such other persons or
organisations as he or she may think necessary.

Duties of certifying authority

9. A certifying authority must comply with —

(a) any terms and conditions that may be imposed at any time
by the Minister;

(b) the provisions of these Regulations;
(¢) any Code of Practice issued by the Minister; and
(d) such minimum financial and organisational requirements
as to ensure continuity of service.
Compliance criteria

10.—(1) A certifying authority may certify an image system or part
thereof as an approved process for the purposes of section 116A of the
Act if it is satisfied that the system is in compliance with the
compliance criteria set out in Part 1 of the First Schedule.

(2) A process of the Government or any statutory corporation
specified in the Second Schedule must comply with the additional
criteria set out in Part 2 of the First Schedule before the process can be
certified as an approved process.
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Certification

11. A certifying authority must ensure that, in certifying any
process, it complies with the following:

(a)

(b)

(©)

(d)

(e)

%)

9

the authority must be independent of the person or
organisation seeking certification and the vendors of the
image system;

the authority must not be the vendor or be connected with
the vendors of any hardware or software in competition
with that to be certified;

the authority must have a sufficient number of
professionals ~ with  adequate  experience  and
qualifications in the implementation and evaluation of
computer systems including image systems;

the authority must carry out its duties independently and
without fear or favour;

the authority must ensure that the procedures in checking
for compliance have been properly carried out and
meticulously documented;

the authority must comply with any other directions that
the Minister may issue in writing in relation to the
procedures for ensuring compliance;

the authority must keep proper records and reports of the
certification process.

Frequency of certification

12. The initial certification of an approved process must be carried
out once every year for the first 3 years and thereafter once every

2 years.

Period of appointment of certifying authority

13. A certifying authority must be appointed for a period of 3 years
at one time and it may thereafter apply for re-appointment for
subsequent periods of 3 years upon payment of the prescribed fee.
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Revocation of appointment

14.—(1) The appointment of a certifying authority may be revoked
or the renewal thereof refused if the certifying authority —

()

(b)

(©)

(d)

(e)

)

(€9)

(h)

is in breach of any provision of these Regulations or any
Code of Practice issued by the Minister;

is in breach of any condition imposed by the Minister;

has been convicted of an offence the conviction for which
involved a finding that the authority or any of its
employees acted fraudulently or dishonestly, or any
person employed by the authority for the purposes of the
authority’s business has been convicted of the offence;

becomes an undischarged bankrupt or has made a
composition or an arrangement with the authority’s
creditors;

is in the course of being wound up or liquidated or has
entered into a compromise or scheme of arrangement with
its creditors;

has a receiver or a receiver and manager appointed to the
authority;

does not have sufficient persons with the qualifications and
experience to perform the duties in connection with the
certification for an approved process; or

is guilty of improper conduct or has brought discredit to the
method of certification of an approved process.

(2) If the appointment of a certifying authority is revoked or
terminated, the authority must forthwith submit to the Minister all
certificates, records and reports of the certification process.

Delegation of powers

15. Any duty or power conferred upon the Minister by these
Regulations, except the power to appoint a certifying authority, may
be exercised by any person that the Minister may authorise in writing.

18.12.2024
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FIRST SCHEDULE

Regulations 2 and 10(1)
COMPLIANCE CRITERIA FOR IMAGE SYSTEMS
PART 1 — GENERAL
Objective

1. The objective of this Schedule is to provide a set of compliance criteria that
will reasonably ensure that the computer output from an image system provides an
accurate representation of the original document.

Definitions
2. In this Schedule, unless the context otherwise requires —

“audit trail” means a computer record of changes to either the data enabling
access to images or to the images themselves, where such changes affect
the content or availability of images;

“capture” means the recording of the contents of a document by
photographic, electronic or other means;

“committal” means the introduction of a captured image into the database
environment of the image system.

General
3.—(1) The criteria in this Schedule covers 3 fundamental issues —

(@) the ability of the image system, in the normal course of business, to
provide an accurate representation of the contents of a document;

(b) the integrity of the physical process surrounding the capture,
committal and output of images; and

(c) the integrity of the image system surrounding the capture, committal
and output of images.

(2) A given criterion must accordingly be satisfied, as appropriate, through a
combination of both the technical capabilities of the image system, and the
business procedures set in place to control all aspects of the process.

Requirements for Accurate Representation of Information

4.—(1) The requirement to accurately represent the contents of a document is
limited to the representation of the information contained in the document.
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FIRST SCHEDULE — continued

(2) The image system is not required to accurately represent the information that
can be intrinsically conveyed by a physical document medium such as forensic
information.

(3) The overriding concern is accordingly to ensure that any information (be it
graphical, textual or of some other form) that may reasonably be expected to be
required in the business process of the person or organisation seeking certification
can be accurately reproduced to be admissible in evidence in court proceedings.

Document Capture
5. The following criteria must be met in relation to document capture:

(a) Image Quality. All information contained in the document (be it
graphical, textual, handwritten or otherwise) must be capable of being
captured in its entirety (except gridlines printed in drop-out ink for
image recognition of data) and with a level of accuracy that ensures
that no information that can reasonably be expected to form part of any
subsequent business processes is lost or altered in any way. Quality
assurance procedures consistent with document volumes, the quality
of original documents or any other relevant factor, must be put into
place to ensure image quality.

(b) Image Enhancement. Any technique of image enhancement must be
very closely examined by the certifying authority. Where there is any
doubt that the accuracy of the relevant contents of an original
document may be affected by the enhancement technique, an original,
unenhanced version of the image must be retained.

(¢) Image Editing. The image system must not allow erroneous alterations
to be made to the image of an original document, whether through the
editing of an image, the introduction of new images from another
source or the deletion of one or more images. Where image editing
forms a part of the normal business process prior to committal, a full
audit trail must be maintained. Where there is any doubt that the
accuracy of the relevant contents of the original document may be
affected by the editing, an original unedited version of the image must
be retained.

(d) Image Indexing. Where information is required to be assigned to
individual images or groups of images in order to facilitate future
retrievals, reasonable steps must be taken to ensure that such
information is accurate.
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(e)

(@

(h)

FIRST SCHEDULE — continued

Partial Image Capture. Where partial images are captured by the
image system for efficiency reasons (e.g. only the data on a standard
form, omitting background elements such as pre-printed logos,
instructions, lines, shading, etc.), the process must be capable of
maintaining a record of the separate image elements of a document and
their relationships.

Committal. The process must ensure that all valid images that are
captured are correctly committed to the imaging system.

Completeness. The person or organisation seeking certification must
put in place measures to ensure that all documents are captured in the
event of a system disruption.

Additions. Where, as part of a business process, information is added to
a document or an image thereof (either physically or electronically)
and the original information and the new information must be
distinguished for the life of the document or the image thereof, the
new information must be clearly distinguishable from the original
information. This may be achieved by the content or context of the new
information, its placement, colour (in the case of colour imaging) or
any other relevant method.

Image Storage and Management

6. Irrespective of the physical medium utilised to store images or the physical
location of an image in the image system (both of which may change from time to
time), the following criteria must be met:

(a)

(b)

(©)

Image Integrity. From the time that committal of an image commences
until the time that an image is no longer required to be retained, the
image system must ensure that the image and any other data associated
with that image can be retrieved. Therefore, reasonable image and data
security, backup and recovery measures must be in place.

Image Update. The image system must not allow changes to be made
to the images after the committal of that image.

Image Index Update. In the event of a change to the image index which
may affect the retrieval of the images, a full audit trail must be
maintained and a previous unamended version of the image or group of
images should be retained.
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FIRST SCHEDULE — continued
Image Output

7. Trrespective of the physical medium employed, the following criteria must be
met in relation to image output:

(a) Image Integrity. Reasonable measures must be in place to ensure that,
once output by the image system (i.e. when the image is no longer
under the control of the image system database environment), the
images cannot be tampered with (e.g. in the case of printed output, the
print spool must be secure).

(b) Completeness. Where data has been captured during the life of the
image, which may reasonably be expected to form a part of the
information relating to that document (e.g. annotations, notes,
overlays, etc.), the image system must be capable of accurately
reproducing that information together with the output images.

(¢) Changed Images. Where an image or group of images have been
amended or erroneously tampered with, the system must be capable of
producing an audit trail together with the image system output.

(d) Composite Images. Where an image system output is generated as a
result of the combination of 2 or more separate images (through
techniques such as overlaying), particularly when one or more of these
separate images were not directly generated from the original
document, adequate procedures must be in place to ensure that the
combined output accurately represents the original document.

Computer Applications

8. Where computer applications or programs are developed to automate any of
the document capture, storage and management or output procedures, they must
not contravene any of the compliance criteria set out in this Schedule.

Physical and Environmental Security

9. Reasonable physical and environmental measures must be in place to protect
the equipment and storage media from unauthorised access and excessive
environmental levels.

18.12.2024
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FIRST SCHEDULE — continued
System and Application Security

10.—(1) Security controls must be implemented to prevent unauthorised access
and modifications to the image file, the index file containing descriptive
information about the image file as well as the audit trail.

(2) Physical security of the data including backup and recovery must be
addressed.

Image System Certification

11. An image system must be certified to comply with the criteria in this
Schedule. Certification will involve the following steps:

(a) initial certification;

(b) periodic certification.

Requirements for Certification

12. Certification must involve a comprehensive audit of the process and
surrounding procedures and include the following steps:

(a) a detailed examination of the physical procedures surrounding
document capture and output;

(b) the conduct of tests that include both American National Standards
Institute (ANSI) standard test targets (or other standard targets as may
be deemed acceptable from time to time) and a representative cross
section of business documents to be managed by the image system, to
validate the technical capability of the system to accurately reproduce
the contents of documents;

(c) an audit of the software capabilities of the image system;
(d) areview of audit trails and their protection;

(e) areview of the image system mechanisms to preserve the security and
integrity of information stored;

(f) a security, backup and recovery assessment of the image system
including availability of the image system;

(g) areview of the hardware capabilities of the image system;

(h) any other procedures or tests that may be necessary to verify the image
system’s ability to meet the compliance criteria.
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FIRST SCHEDULE — continued
PART 2 — ADDITIONAL CRITERIA
Regulation 10(2)

13. If a process of the Government or statutory corporation is specified in the
Second Schedule, the process must, in addition to complying with the compliance
criteria set out in Part 1, ensure that a copy of each image is kept by an independent
record keeper approved by the Minister.

SECOND SCHEDULE

Regulation 10(2)
(Note: The reference to the process has been deleted.)

THIRD SCHEDULE

Regulation 6

For every application for appointment of a certifying $300.
authority and for every application for re-appointment
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